PUBLIC SAFETY COMMITTEE

12-0536R

RESOLUTION AUTHORIZING THE CITY TO ENTER INTO A JOINT
POWERS AGREEMENT WITH THE STATE OF MINNESOTA,
COMMISSIONER OF PUBLIC SAFETY, BUREAU OF CRIMINAL
APPREHENSION, PROVIDING FOR THE CITY OF DULUTH POLICE
DEPARTMENT TO CONTINUE PARTICIPATION IN THE MINNESOTA
INTERNET CRIMES AGAINST CHILDREN TASK FORCE PROGRAM.

CITY PROPOSAL:
RESOLVED, that the proper city officials are hereby authorized to execute

a joint powers agreement, substantially the same as that on file with the city

clerk as Public Document No. , with the state of Minnesota,

department of public safety, bureau of criminal apprehension providing for the
continued participation by the city of Duluth police department in the Minnesota

internet crimes against children task force program through May 31, 2013.

Approved: Approved for presentation to council:
Department Dlrector Chief Admindstratiye\Office

Approv as to form: Approved:

wtorney %W —

DPD/ATTY TLLYdma 10/09/2012

STATEMENT OF PURPOSE: This resolution authorizes the proper city officials to
execute an agreement to continue participation in the Minnesota Internet Crimes
Against Children Task Force (MICAC) Program. The state of Minnesota is the
recipient of a federal grant disbursed by the Office of Juvenile Justice and
Delinquency Prevention in Washington, D.C. to assist law enforcement in
investigating and combating the exploitation of children which occurs through the
use of computers by providing funding for equipment, training and expenses which
are incurred by law enforcement as a result of such investigations. The
Minnesota Bureau of Criminal Apprehension (BCA) is the Minnesota ICAC grant



administrator. The BCA requires that the JPA correspond to the annual federal
grant cycle, which expires on May 31. Thus, a new JPA must be executed in order
for the City to continue its participation in this program through May 31, 2013.



Contract No. 51155

Minnesota Internet Crimes Against Children Task Force

Multi-AgenCy Law Enforcement Joint Powers Agreemént

This Multi-Agency Law Enforcement Joint Powers Agreement, and amendments and
supplements thereto, (“Agreement”) is between the State of Minnesota, acting through its
Commissioner of Public Safety, Bureau of Criminal Apprehension (“Grantee”), empowered to

-enter into this Agreement pursuant to Minn. Stat. § 471.59, Subd. 10 & 12, and City of Duluth, '
acting through its Duluth Police Department, located at W“ Duluth, MN 55862, SsF
(“Undersigned Law Enforcement Agency Ba mfnpovverec'fJ o enter intod ﬁléﬁg@éﬁﬂﬁrsuant to :
Minn. Stat. § 471.59, subd. 10, -

Whereas, the above subscribed parties have joined together in a multi-agency task force intended
to investigate and prosecute crimes committed against children and the criminal exploitation of
children that is committed and/or facilitated by or through the use of computers, and to disrupt
and dismantle organizations engaging in such activity; and

Whereas, the undersigned agencies agree to utilize applicable state and federal laws to prosecute
criminal, civil, and forfeiture actions against identified violators, as appropriate; and

- Whereas, the Grantee is the recipient of a federal grant (attached to this Agreement as Exhibit A)
disbursed by the Office of Juvenile Justice and Delinquency Prevention (“OJJDP”) in
Washington, D.C. to assist law enforcement in investigating and combating the exploitation of
children which occurs through the use of computers by providing funding for equipment,

training, and expenses, including travel and overtime funding, which are incurred by law
enforcement as a result of such investigations; and

Whereas, the OJJDP Internet Crimes Against Children (“ICAC”) has established a Working
Group of Directors representing each of the existing ICAC Task Forces to oversee the operation
of the grant and sub-grant recipients; and the State of Minnesota, acting through its
. Commissioner of Public Safety, Bureau of Criminal Apprehension has designated Donald
Cheung as the Commander of the Minnesota ICAC Task Force.

Now Therefore, the parties agree as follows:

1. The Undersigned Law Enforcement Agency approves, authorizes, and enters into this
 Agreement with the purpose of implementing a three-pronged approach to combat Internet
Crimes Against Children: prevention, education and enforcement; and

2. The Undersigned Law Enforcement Agency shall adhere to the Minnesota ICAC Task Force
Program Standards contained in Exhibit B attached to this Agreement, in addition to
" complying with applicable Minnesota state and federal laws in the performance of this -
'Agreement, including conducting undercover operations relative to ICAC, ; a list of Regional
ICAC Task Force, Minnesota State Affiliate Agency and Training & Technical Assistance '

Page 1 of 4



Contracf No. 51155

Program contact information is contained in Exhibit C attached to this Agreement; and

. Exhibits A and B are incorporated into this Agreement and made a part thereof. In the event

of a conflict between this Agreement and the Exhibits, the terms of the Exhibits prevail; and

The Undersigned Law Enforcement Agency and the Grantee agree that each party will be

responsible for its own acts and the results thereof to the extent authorized by law and shall
not be responsible for the acts of any others and the results thereof. The Grantee’s liability
shall be governed by the provisions of the Minnesota Tort Claims Act, Minnesota Statutes,

- Section 3.736, and other applicable law. The Undersigned Law Enforcement Agency’s

liability shall be governed by the provisions of the Municipal Tort Claims Act, Minnesota
Statutes, Section 466.01 - 466.15, and other applicable law; and

All members of the Undersigned Law Enforcement Agency shall continue to be employed
and directly supervised by the same Law Enforcement Agency employer which currently
employs the member performing Minnesota ICAC Task Force assignments; and all services,
duties, acts or omissions performed by the member will be within the course and duty of that
employment, and therefore, are covered by the Workers Compensation programs of that
employer; will be paid by that employer and entitled to that employer’s fringe benefits; and

The Undersigned Law Enforcement Agency must first submit a written request for funds and-
receive approval for the funds from the Grantee to receive any funds from the Grantee; and

The Undersigned Law Enforcement Agency must supply original receipts to be reimbursed
on pre-approved requests. Approved reimbursement will be paid directly by the Grantee to
the Undersigned Law Enforcement Agency within 30 days of the date of invoice, with
payment made out to the City of Duluth and mailed to the Duluth Police Department, 4-1—1
WesttStreet, Duluth, MN 55802  S$9)/(

&030/1/ A1 ieToN pre.

8.

'10.

The Undersigned Law Enforcement Agency shall maintain accurate records pertaining to
prevention, education, and enforcement activities, to be collected and forwarded monthly to
the Minnesota ICAC Task Force Commander or his designee for statistical reporting
purposes; and

The Undersigned Law Enforcement Agency shall participate fully in any audits required by
the OJIDP. In addition, under Minn. Stat. § 16C.05, subd.5, the Undersigned law
Enforcement Agency’s books, records, documents, and accounting procedures and practices
relevant to this Agreement are subject to examination by the Grantee and/or the Minnesota
State Auditor or Legislative Auditor, as appropnate for a minimum of six years from the end
date of this Agreement; and

The Undersigned Law Enforcement Agency shall make a reasonable good faith attempt to be

represented at any scheduled regional meetings in order to share information and resources

amongst the multiple entities; and
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11.

12

13.

- 14,

15.

16.

Contract No. 51155

The Undersigned Law Enforcement Agency shall be solely responsible for forwéiding
information relative to investigative targets to the Child Pornography Pointer System (CPPS)
pursuant to the OJIDP guldehnes and

The Under31gned Law Enforeement Agency shall provide the Minnesota ICAC Task Force
Commander in a timely manner all investigative equipment that was acquired through OJJDP
grant funding; in the event that future federal funding is no longer available, the Undersigned
Law Enforcement Agency decides to dissolve its binding relationship with the Minnesota
ICAC Task Force and the State of Minnesota Departrrient of Public Safety, or the
Undersigned Law Enforcement Agency breaches the Agreement.

That the Grantee may reimburse, the Undersigned Law Enforcement Agency for the
following duties: »

A. Investigations by the Undersigned Law Enforcement Agency under this agreement should
be conducted in accordance with the OJJDP ICAC Task Force Program Standards
contained in Exhibit B, and concluded in a timely manner. The Undersigned Law .
Enforcement Agency will only be reimbursed by the Grantee for overtime hours inclusive
of fringe benefits of actual hours and/or actual expenses incurred related to performing
Minnesota ICAC Task Force assignments and/or training approved by the Minnesota
ICAC Task Force Commander through the term of this agreement or until all Federal
funds under the OJJDP grant have been expended, whichever comes first.

B. The Grantee has a TOTAL Expense Budget of $320,000.00 that was approved under the
OJIDP Internet Crimes Against Children (“ICAC”) Grant for investigative hours and
expense reimbursement. The Undersigned Law Enforcement Agency participating in the
Minnesota ICAC Task Force investigations will be reimbursed by the Grantee for actual
costs as defined in Clause 13, Section A., to the extent such actual costs have been
reviewed and approved by the Minnesota ICAC Task Force Commander.

Any amendment to this Agreement must be in writing and will not be effective until it has
been executed and approved by the same parties who executed and approved the original
agreement, or their successors in office. :

The Undersigned Law Enforcement Agency and the Grantee may terminate this Agreement at
any time, with or without cause, upon 30 days’ written notice to the other party.

Terms of this agfeement:
This Agreement shall be effective on the date the Undersigned Law Enforcement Agency

* obtains all required signatures under Minn, Stat. § 16C.05, Subd. 2, and shall remain in

effective through May 31, 2013, unless terminated or canceled. Nothing in this Agreement
shall otherwise limit the jurisdiction, powers, and responsibilities normally possessed by an

employee as a member of the Undersigned Law Enforcement Agency.
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1. Undersigned Law Enforcement Agency
Undersigned Law Enforcement Agency certifies that the appropriate
person(s) have executed the Agreement on behalf of the Undersigned
Law Enforcement Agency and its jurisdictional government entity as
required by applicable articles, laws, by-laws, resolutions, or ordinances.

2.

By and Title. Gordon Ramsay, Chief of Police |
Undersigned Law Enforcement Agency

Contract No. 51155

CITY OF DULUTH:

Date

By

Mayor
Attest

City Clerk
Countersigned:

Date -

City Auditor

Approve.d as to form:

Date

City Attorney

Department or Public Safety,

Bureau of Criminal Apprehension'

Name:

Signhed:

Title:

(With delegated authority)

Commissioner of Administration

Date

By and Title
MN Department of Administration
(With delegated authority)
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Department of Justice

Office of Justice Programs

Office of Communications

Washington, D.C. 20531

GRANT NOTIFICATION Grant Number: 2010-MC-CX-K057
Name & Address of Recipient: Minnesota Department Of Public Safety

1430 Maryland Avenue E
City, State & ZIP: Saint Paul, Minnesota 55106-2802

Recipient Project Director/Contact:

Wade Setter
Superintendent

Phone:  (651)793-1072

Title of Program: FY 12 Internet Crimes Against Children Task Force Continuations
Title of Project: FY 12 Internet Crimes Against Children Task Force Continuations
Amount of Award: $ 320,098 Date of Award:  09/28/2012
Awarding Agency: Office of Juvenile Justice and Delinquency Prevention
Jeffrey Gersh
Supplement: 02

Statutory Authority for Program:
FY12 (OJIDP ICAC) 42 USC 17611-17617

Impact/Focus:  State CFDA Number: 16.543

Project Description:

Using OJIDP funds, the Minnesota Department of Public Safety will enhance its detection, investigation, apprehension and prosecution of
technology-facilitated sexual exploitation of children through basic and advanced training for investigators and forensic examiners. More
specifically, the Minnesota Internet Crimes Against Children (ICAC) Task Force will send investigators and prosecutors to training in the
areas of: Investigative Techniques, Undercover Chat investigations, Peer-to-Peer investigations, as well as conducting training in the

area of officer wellness (mental health training). In addition, the Minnesota ICAC will continue to increase their computer forensic
capabilities by purchasing six (6) computer forensic workstations, as well as a variety of cell phone forensic analysis tools.

Pursuant to Section 104 of the PROTECT Act, the ICAC Task Force shall 1) consist of State and local investigators, prosecutors, forensic
specialists, and education specialists who are dedicated to addressing the goals of the task force; 2) engage in proactive investigations,
forensic examinations, and effective prosecutions of Internet crimes against children; 3) provide forensic, preventive, and investigative
assistance to parents, educator, prosecutors, law enforcement, and other concerned with Internet crimes against children; 4) develop
multijurisdictional, multiagency responses and partnerships to Internet crimes against children offenses through ongoing informational,
administrative, and technological support to other State and local law enforcement agencies, as a means for such agencies to acquire the
necessary knowledge, personnel, and specialized equipment to investigate and prosecute such offenses; 5) participate in nationally
coordinated investigations in any case in which the Attorney General determines such participation to be necessary, as permitted by the
available resource of such task force; 6) establish or adopt investigative and prosecution standards consistent with norms, to which such
task force shall comply; 7) investigate, and seek prosecution on, tips related to Internet crimes against children, including tips from
Operation Fairplay, the National Internet Crimes Against Children Data System, the National Center for Missing and Exploited Children's

EXHIBIT A




Department of Justice

Office of Justice Programs

Office of Communications

Washington, D.C. 20531

CyberTipline, ICAC task forces, and other Federal, State, and local agencies, with priority being given to investigate leads that indicate
possibility of identifying or rescuing child victims, including investigative leads that indicate a likelihood of seriousness of offense or
dangerousness to the community; 8) develop procedures for handling seized evidence; 9) maintain reports required by OJJIDP and other
reports and records as determined by the Attorney General; and 10) seek to comply with national standards regarding the investigation and
prosecution of Internet crimes against children, as set forth by the Attorney General, to the extent such standards are consistent with the
law of the State where the task force is located.

NCA/CF

For more information about this grant, contact the Office of Justice Program's Office of Communications at 202/307-0703.
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ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011
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Definitions
As used herein, the following definitions shall apply:

“OJJDP” is the Office of Juvenile Justice and Delinquency Prevention.
“NCMEC?” is the National Center for Missing and Exploited Children.

“CEOS” is the Child Exploitation and Obscenity Section of the Criminal Division of the
Department of Justice.

“Commander” is the individual designated as the leader of the state or regional ICAC
Task Force

“Supervisor” is any manager responsible for supervising personnel involved in ICAC
related cases.

“ICAC” is the Internet Crimes Against Children program composed of Task Forces and
Affiliates.

“TASK FORCE” is defined as an ICAC law enforcement agency designated by OJIDP to
act as the State and/or Regional Task Force.

“AFFILIATE” is defined as a law enforcement agency that is working in partnership with

a Task Force and has agreed in writing to adhere to ICAC Operational and Investigative
Standards.

“PARTNER?” is defined as an agency assisting a Task Force absent a written agreement.

" “NATIONAL INITIATIVE” is defined as any investigative proposal that relies on the
cooperation and resources of all Task Forces or mandates action by OJJDP.

“Unlawful images, contraband images, images depicting the sexual exploitation of
minors” Any visual depiction of child sexual exploitation as defined by federal and/or
state statute.

“CVIP” is the Child Victim Identification Program operated by the National Center for
Missing & Exploited Children.

“CYBERTIPLINE” is a reporting mechanism for cases of online child sexual

exploitation and enticement operated by the National Center for Missing & Exploited
Children. :

For the purposes of this program, crime is defined as any offense that involves the
exploitation of children facilitated by technology.

ICAC Program Operational and Investigative Standards
FORLAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011 '
Page 2 of 14 -
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Investigative interest is established when there is reasonable suspicion that a screen name

or other potentially identifiable entity has committed a crime or that entity is engaged in a
sequence of activities that is likely to result in the commission of a crime.

A proactive investigation is designed to identify, investigate and prosecute offenders that
may or may not involve a specific target, and requires online interaction and a significant
degree of pre-operative planning.

A reactive investigation involves the investigation of a complaint of a crime.

Reasonable suspicion is established when sufficient facts exist to lead a law enforcement
officer to believe that an individual or organization is involved in a definable criminal
activity.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011
Page 3 of 14
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1. Oversight

1.1 Each ICAC agency shall have supervisory systems and procedures that shall provide
for observation, documentation, and periodic review of ICAC activity. Such system
should comply with the principles of quality case management and ensure that ICAC
activities comply with both agency and ICAC Operational and Investigative Standards
(hereto forth, “the Standards™).

1.2 Task Forces shall submit all proposed national initiatives to OJJDP prlor to project
initiation, :

1.3 OJIDP may suggest amendments to the original proposal following consultation with
the presenting Task Force and other federal, state, and local entities.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011
Page 4 of 14
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2. Selection and Retention of ICAC Task Force Personnel

2.1 Supervisors should evaluate prospective ICAC candidates for work history that
indicates prior investigative experience, court testimony skills, ability to handle sensitive
information prudently, and a genuine interest in the protection of children, and an
understanding of the harmful effects of unlawful images.

2.2 Given the graphic nature of evidence routinely encountered in ICAC related
investigations, the mental health of all personnel involved in such cases is a concern.
ICAC supervisors are encouraged to make reasonable efforts to inform assigned
personnel about departmental employee assistance program policies, procedures, and
services available to them.

- 2.3 ICAC supervisors and/or his/her designee should work to ensure the long term well-
being of any individuals involved with ICAC related child sexual exploitation
investigations. The following recommendations are encouraged:

Workspace considerations - The physical location in an office should be
conducive to feeling comfortable while at work.

Preparation for new employees - Develop an interview process in that the
potential candidate is educated about the true nature of the crime.

Work flexibility - Allowing investigators and others who are exposed to unlawful
images, contraband images, images depicting the sexual exploitation of minors to
have flexibility (e.g. frequent breaks, having an open-door policy, etc.)

Educating colleagues - Colleagues should be aware that viewing of child sexual
abuse images should be treated as serious, restricted and stressful.

Work with Mental Health Providers' (MHP) — In compliance with local agéncy

~ guidelines work with MHP to make recommendations for care of unit staff and

provide education/training regarding self-care and stress management, etc.

Best Practices - ICAC Commanders and supervisors are encouraged vto share or
seek out any daily office practices used by them or other ICAC Task Forces that
can promote mental health and wellbeing.

Training — Encourage attendance at trainings that discuss the specific stressors
associated with exposure to images or videos depicting child sexual abuse.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
‘ Last Update: May 31, 2011
Page 5 of 14
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3. Training

3.1 All professional and administrative personnel assigned responsibilities associated
with ICAC operations shall be required to read and comply with the Standards.
Additionally, all training program curriculum supported by ICAC resources shall be

consistent with the Standards, and approved by OJJDP or, in instances of local training,
the Commander.

3.2 Commanders are responsible for ensuring that the individuals nominated for ICAC
sponsored training are employed by agencies that have agreed in writing to adhere to the
Standards and that any prerequisite requirements for the training session have been met.

3.3 ICAC task forces may develop and deliver regional training. The training shall
comply with the Standards. Any subsequent support required as a result of the regional
training shall be the responsibility of the task force providing the training.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011 -
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4. Case Management
4.1 Case Predication and Prioritization Factors

4.1.1 Cases may be initiated by referrals from the CyberTipline, Internet service
providers, or other law enforcement agencies, and by information gathered through
subject interviews, documented public sources, direct observations of suspicious
behavior, public complaints, or by any other source acceptable under agency policies,

4.1.2 Supervisors are responsible for determining investigative priorities and selecting
cases for investigation. Assuming the information is deemed credible, that determination
should begin with an assessment of victim risk and should also consider other factors

such as jurisdiction and known offender behavioral characteristics. The following factors
should be considered:

A child is believed to be at immediate risk of victimization

A child is vulnerable to victimization by a known offender

A known suspect is aggressively soliciting a child(ren) _

Manufacturers, distributors or possessors of images that appear to be home

photography with domiciled children

e Aggressive, high-volume unlawful images, contraband images, images depicting
the sexual exploitation of minors, manufacturers or distributors who either are
commercial distributors, repeat offenders, or specialize in sadistic images

e Manufacturers, distributors and solicitors involved in high-volume trafficking or
belong to an organized group sharing unlawful images, contrabarid images,
images depicting the sexual exploitation of minors ring that operates as a criminal
conspiracy. ' ‘ ‘

e _ Distributors, solicitors and possessors of unlawful images, contraband images,
images depicting the sexual exploitation of minors

¢ Any other form of technology facilitated child sexual victimization

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011
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4.2 Record Keeping

4.2.1 ICAC agencies shall be subject to existing agency incident reporting procedures and

case supervision systems. At a minimum, a unique identifier shall be assigned to each
ICAC case.

4.2.2 All affiliated agencies will report their activity to the respective Task Force
Commander by the 10th of each month using the ICAC Monthly Performance Measures
Report.

4.2.3 Task Forces will compile and submit their monthly performance measures report to
the OJJDP designated location before the end of the following calendar month. This
monthly report does not replace the semi-annual progress report required by the Office of
Justice Program’s Financial Guide.

4.2.4 ICAC Case Tracker — Task Forces will compile and submit information on all cases
referred for local, state, or federal prosecution. Information is required for all cases
referred by the grant receiving agency, as well as all affiliates that received more than
$20,000 a year, or any affiliate the Commander selects to include. The report is on-going
and begins with the prosecutorial agency the case is reféerred to and continues through the
final disposition of the case. This on-going quarterly report will be due within 30 days
of the end of the quarter and does not replace either the semi-annual progress report
required by the Office of Justice Program’s Financial Guide, nor does it replace the
Monthly Performance Measures Report (see 4.2.3 above).

4.3 Undercover Investigations

4.3.1 Carefully managed undercover operations conducted by well-trained officers are
among the most effective techniques available to law enforcement for addressing ICAC
offenses.

4.3.2 Supervisors are responsible for ensuring that ICAC investigators receive a copy of
the Standards.

4.3.3 ICAC investigations shall be conducted in a manner consistent with the principles
of law and due process.

4.3.4 The following minimum standards apply to ICAC investigations:

a. Only sworn, personnel shall conduct ICAC investigations in an undercover
capacity. Private citizens shall not be asked to seek out investigative targets, nor
shall they be authorized to act as police agents in an online undercover capacity.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011
Page 8 of 14
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b. ICAC personnel shall not electronically upload, transmit, or forward any
contraband. This does not prohibit the transfer of evidence between law
enforcement officials as provided by section 4.4.4 of these Standards.

c. Other than images or videos of individuals, age 18 or over, which have
provided their informed writtén consent, and at the time consent was given were
employed by a criminal justice agency, no actual human images or videos shall be
utilized in an investigation. Employee is defined as a sworn, or compensated
individual, or any individual working under the direction and control of a law
enforcement agency.

d. Absent prosecutorial input to the contrary, during online dialogue, undercover
officers should allow the investigative target to set the tone, pace, and subject
matter of the online conversation. Image transfer shall be initiated by the target.

e. Undercover online activity shall be recorded and documented. Any departures
from this policy due to unusual circumstances shall be documented in the relevant
case file-and reviewed by an ICAC supervisor.

4.4 Evidence Procedures

4.4.1 The storage, security, and destruction of investigative information shall be
consistent with agency policy. Access to files should be restricted to authorized
personnel,

4.4.2 The examination of computers and digital media shall be consistent with agency
policy and procedure.

4.4.3 Unlawful images or images depicting the sexual exploitation of minors are
considered contraband, and should be maintained pursuant to each agency’s policies
regarding such. It is recommended that absent a court order specifically ordering
otherwise, evidence containing unlawful images, contraband images, images-depicting
the sexual exploitation of minors shall not be released to any defendant or representative
thereof.

4.4.4 The transfer of evidence containing unlawful images, contraband images, and
images depicting the sexual exploitation of minors among law enforcement shall be done
in a secure manner. Methods of transfer may include hand-delivery, electronic

transmission of digitally protected files, delivery via a service that tracks the shipment, or
other methods consistent with agency policy and practices.

4.5 Workspaée and Equipment

4.5.1 ICAC equipment will be reserved for the exclusive use of"agency and/or designated
ICAC personnel. When possible, undercover equipment and online accounts shall be

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31,2011
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purchased covertly. No personally owned equipment shall be used in ICAC investigations
and all software shall be properly acquired and licensed.

4.5.2 ICAC personnel shall not use ICAC computers, software, or online accounts for
personal use. '

4.5.3 Absent exigent or unforeseen circumstances, all ICAC investigations should be
conducted in a professional and ethical manner in an approved workspace as designated
by a Supervisor. Alternative workspace policies may be developed and approved by the
Commander (in consultation with OJJDP when appropriate) to allow for investigations to

continue during event driven instances where the physical location of the investigator
may vary.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
- Last Update: May 31, 2011
Page 10 of 14



LIMITED OFFICIAL USE ONLY
LAW ENFORCEMENT SENSITIVE

S. Information Sharing

5.1 Conventional boundaries are virtually meaningless in the electronic world of the
Internet and the usual constraints of time, place, and distance lose their relevance. These
factors increase the possibility of ICAC agencies targeting one another, investigating the
same subject, or inadvertently disrupting an ongoing investigation. To foster

- coordination, collaboration, and communication, each ICAC agency shall make every
effort to deconflict all active investigations.

5.2 When a common target is identified, the agency should consider contacting other
local, state, and federal agencies that may be involved in an investigation of the same
target.

5.3 When transferring an ICAC investigation to another agency, the appropriate [CAC
Commanders shall be notified that a referral has occurred.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011
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6. Victim Identification

6.1 Identifying child victims is a critical element of the ICAC Program. DOJ and OJJDP
require all Task Forces and affiliates to submit child victim images to the Child Victim
Identification Program (CVIP) as a means to improve child victim identification. Absent
exigent circumstances, child victim images will be sent to the CVIP consistent with
NCMEC guidelines. In addition, ICAC agencies are encouraged to collaborate with
NCMEC to identify children depicted in unlawful i 1mages contraband images, images
depicting the sexual exploitation of minors.

6.2 A focus of the ICAC Program is to protect children. In circumstances where reporting
of child abuse is not.required under existing laws, ICAC agencies are strongly
encouraged to report instances where a child may be at risk for abuse or exploitation.

6.3 Absent exigent circumstances, victim-identifying information should be protected
from public disclosure.

6.4 Adhere to state and federal victimization notification and assistance laws.7.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011
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Community Education and Crime Prevention

7.1 Prevention education activities are a critical component of the OJJDP ICAC Program.
ICAC agencies should foster awareness and provide practical, relevant guidance to

children, parents, educators, librarians, and other individuals concerned about chﬂd safety
issues.

7.2 Presentations to school staff, parents, and community groups are excellent ways to
promote awareness. These presentations shall not depict identifiable victims, not
otherwise in the public domain, nor shall they use pornographic or sexually explicit
images. Presenters shall not discuss confidential investigative techniques.

7.3 No member of an ICAC Task Force may endorse any product or service without the
express consent of an OJJDP Program Manager. While appearing at public presentations,
ICAC members may indicate a preference for a product or service, but to avoid an
implicit endorsement, such ICAC members should indicate adequate alternatives.

7.4 The materials and presentation should be consistent with the national ICAC goals as
outlined below:

Purpose of the ICAC Program

The mission of the Internet Crimes Against Children (ICAC) Task Force program is to assist state
and local law enforcement agencies in developing an effective response to cyber enticement and
the production, possession, and distribution of unlawful images, contraband images, and images
depicting the sexual exploitation of minors. This support encompasses forensic and investigative
components, training and technical assistance, victim services, prevention and community
education.

Background on the ICAC Program

The Internet Crimes Against Children (ICAC) program is a national network of 61 coordmated
local task forces and nearly 3,000 local and regional affiliated agencies engaged in both
proactive and reactive investigations, forensic examinations, effective prosecutions and
community education. The ICAC Program was developed in response to the increasing number
“of children and teenagers using the Internet, the proliferation of unlawful images, contraband
images, images depicting the sexual exploitation of minors, and the heightened online activity by
predators searching for unsupervised contact with underage victims. By helping state and local
law enforcement agencies develop effective and sustainable responses to online child
victimization and unlawful images, contraband i images, images depicting the sexual exploztatzon
of minors, the ICAC program delivers national resources at the local level,

The ICAC program actively protects children who use the Internet by proactively investigating
the online sexual exploitation of children by predators. Because ICAC practitioners understand
that arrests alone cannot resolve the problem of on-line victimization, the ICAC program is
dedicated to training law enforcement and educating parents and youth about the potential
dangers online and offering safety tools.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31,2011
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LIMITED OFFICIAL USE ONLY
LAW ENFORCEMENT SENSITIVE

8. Media Relations and Releases

8.1 Media releases relating to prosecutions, crime alerts or other matters concerning
ICAC operations shall not include information regarding confidential investigative
techniques and should be coordinated (when applicable) with other Task Force
participants, Federal law enforcement agencies, and State and local agencies involved in
the investigation consistent with sound information management and media relations
practices,

8.2 Commanders and supervisors (or their designees) may speak to members of the media
about their own departments’ ICAC-related activities according to their own agency’s
guidelines. No individual affiliated with the ICAC program may speak on behalf of the
ICAC Program as a whole.

8.3 Commanders should inform an OJIDP Program Manager if approached by national
media outlets about the ICAC Program (as opposed to media seeking information about
local activities) so that a coordinated national response can be prepared by OJP,

8.4 Information provided by ICACs to the media shall be consistent with the information
provided in Section 7.4.

ICAC Program Operational and Investigative Standards
FOR LAW ENFORCEMENT PURPOSES ONLY
Last Update: May 31, 2011
Page 14 of 14
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Regional ICAC Task Force Agency Contacts and website links

Alabama

Alabama '.Bureau.of Investigation
Jurisdiction: Alabama

Contact; Sergeant Ricky Agerton
Phone: (334) 353-1625

E-mail: Ric!_g.Agerton@dp_s;alabama.gov

Alaska

Anchorége Police bepartment

Jurisdiction: Alaska

Contact: Detective Sergeant Michael Couturier
Phone: (907) 786-2444

E-mail: mcouturier@muni.org

Arizona

Phoenix Palice Department
Jurisdiction: Arizona
Contact: Sgt. Jerry Barker
Phone: (602) 650-3170

E-mail: jerry.barker@phoenix.qov
Website: http:llwww.azicac.net!

Arkansas

Arkansas State Police

Jurisdiction: Arkansas

Contact: Captain Henry La Mar

Phone: (501) 618-8441

E-mail: henry.lamar@asp.arkansas.qov
Website: http://www.asp.arkansas.gov/

California

Los Angeles Police Deparfment

Jurisdiction: Los Angeles, CA area

Contact: Lt. Andrea Grossman

Phone: (562) 624-4028 "



E-mail: 30231 @lapd.lacity.org

Fresno County Sheriff's Office
Jurisdiction: Fresno County California
Contact: Lt. Victor Wisemer

Phone: (559) 488-3904

E-mail: Victor.wisemer@fresnosheriff.org

Website: http://www.fresnoicac.org/

Sacramento County Sheriff's Office
Jurisdiction: Sacramento County California
Contact: Lt. Harvey Woo

Phone: (916) 874-3030

E-mail: hwoo@sacsheriff.com

San Diego Police Department
Jurisdiction: San Diego, CA area
Contact: Sgt. ChAuck Arnold
Phone: (858) 715-7120

E-mail: carnold@sdicac.orq

Website: http:/iwww.sdicac.orqg/

San Jose Police Department
Jurisdiction: San Jose, CA area

Contact: Sgt. Randy Schriefer

Phone: (408) 277-4102

E-mail: Randall.Schriefer@sanjoseca.qov
Website: httg:llwww.svicac’.org/

Colorado

Colon;ado Springs Police Department
Jurisdiction: Colorado

Contact: Sgt. Bill Dehart

Phone: (719) 444-7808

E-mail: Deharthi@ci.colospgs.co.us
Website:_http:/fwww.coloradoicac.com/




-Connecticut

Connecticut State Police
Jurisdiction: Connecticut
Contact: Sgt. Jim Smith
Phone: (203) 639-6407
E-mail: jsmi.ccu@snet.net

Delaware

Delaware Department of Justice
Jurisdiction: Delaware

Contéct: Lt. Bob Moses

Phone: (302) 739-2467

E-mail: bob.moses@state.de.us

Florida

Broward County Sheriff's Office

Jurisdiction: Southern Florida

Contact: Lt. Robert Cates

Phone: (954) 888-5256

E~mail: Robert cates@bsosid.org
Website: hitp:/isheriff.org/safety/online.cfm

Gainesville Police Department
Jurisdiction: Northern Florida

Contact: Det. John Madsen »
Phone: (352) 393-7686

E-mail: madsenja@cigofgainesville.ofg

Polk Cdunty Sheriff's Office
Jurisdiction: Central Florida
Contact: Lt. Gary James
Phone: (863) 297-3101

E-mail: gjames@polksheriff.org

Website: http://www.secureflorida.org/Georgia



Gedrgia Bureau of Investigation

Jurisdiction: Georgia

Contact: Special Agent in Charge John Whitaker
Phone: (404) 270-8866

E-mail: john.whitaker@gbi.ga.gov

Website: hitp://www.gaicac.us/

Hawaii

Hawaii Department of Attorney General
Jurisdiction: Hawaii

Contact: Kevin Takata

Phone: (808) 586-1172

E-mail: Kevin.K.Takata@hawaii.qgov
Website: hitp://hawaii.gov/ag/hicac/index.hfm

Idaho

Idaho Office of Attorney General
Jurisdiction: Idaho

Contact: ICAC Investigator Jim Kouril
Phone: (208) 334-4125

E-mail: jim.kouril@ag.idaho.gov
Website: http:/ficacidaho.org/

Illinois

Illinois Attorney General's Office

Jurisdiction: Illinois

Contact: Deputy Chief Mike Sullivan

Phone: (312) 814-3505

E-mail: misullivan@atg.state.il.us
Website: http://www.illinoisicac.org/

Cook County State's Attorney's Office
Jurisdiction: Illinois, Cook County Area
Contact: Deputy Chief Kathleen Muldoon

. Phone: (773) 869-5887

E-mail: Kathieen.Muldoon@cookcountyil.gov



Indiana

Indiana State Police
Jurisdiction: Indiana
Contact: Lt. Charles L. Cohen
Phone: (317) 232-8309
E-mail: CCohen®@isp.IN.qov

Jowa

Iowa Division of Criminal Investigation

Jurisdiction: Towa

Contact: Special Agent in Charge Gerérd Meyers
' Phone: (515) 965-7402

E-mail: meyers@dps.state.ja.us

Website: http://www.iaicac.org

Kansas .

Sedgwick County Sheriff's Office
Jurisdiction: Kansas

Contact: Lt. Jeff Weible .
Phone: (316) 337-6552

E-mail: jweible@sedgwick.qov

Kentucky

Kentucky State Police
Jurisdiction: Kentucky

Contact: Captain Howard Logue
Phone: (502) 782-9769

E-mail: Howard.Logue@ky.gav
Website: http://www.kentuckystdtepolice.org/kicactflicactf index.htm

Louisiana

Louisiana Department of Justice
Jurisdiction: Louisiana

Contact: Deputy Director Mike Johnson
Phone: (225) 326-6138

E-mail: johnsonm@ag.state.la.us



Website: http:/lwww.ad.state.la.us/Article.aspx?articlelD=138&catiD=9

Maine

Maine State Police
Jurisdiction: Maine
Contact: Sgt. Glenn Lang
Phone: (207) 877-8081

E-mail: glang@mcctf.org
Website: http:./ilwww.mcctf.org/

Maryland

Maryland State Police

Jurisdiction: Maryland

Contact: Lt. John Withelm

Phone: (410) 953-8260

E-mail: jwilhelm@mdsp.org

Website: hitp://icac.mdsp.org/ ‘

Massachusetts -

Massachusetts State Police
Jurisdiction: Massachusetts
Contact: Sgt. Steve Del Negro
Phone: (413) 499-1112 x307

E-mail: Steven.Delnegro@state.ma.us
Website: Mass ICAC Task Force

Michigan

Michigan State Police

Jurisdiction: Michigan

Contact: Det. Sgt. Jay Poupard

Phone: (517) 336-2012

E-mail: Poupard]@michigan.gov :

Website: http://www.michigan.qov/msp/0,1607,7-123-1588_1711_4579-1421 94--,00.html

Minnesota

Minnesota Bureau of Criminal Apprehension
Jurisdiction: Minnesota



Contact: Senior Special Agent Doriald Cheurig
Phone: (651) 793-1072

E-mail: donald.cheung@state.inn.us
Website: Minn ICAC Task Force

Mississippi

Mississippi Office of Attorney General
Jurisdiction: Mississippi

Contact: Assistant AG Jean Vaughan
Phone: (601) 359-3817

E-mail: jvaug@ago.state.ms.us

Missouri

Glendale Police Department
Jurisdiction: Missouri

Contact: Lt. Joe Laramie

Phone; (636) 949-3200 ext 4679
E-mail: Jlaramie@glendalemo.org
Website: hitp://lwww.moicac.org

Montana

Billings Police Department
Jurisdiction: Montana

Contact: Project Coordinator Tim West
Phone: (406) 896-3295

E-mail: westt@ci.billings.mt.us

Website: http://www.mticac.org/

Nebraska

Nebraska State Patrol
Jurisdiction: Nebraska
Contact: Lt. John Sheiton
Phone: (402) 471-8493

E-mail; John.Shelton@nebraska.gov
Webslte: http://www.nsp,state.ne.us/findfile.asp?id2=52

Nevada



Las Vegas Metropolitan Police Department
Jurisdiction: Nevada

Contact: Lt, Raymond Steiber

Phone: (702) 828-4598

E-mail: R3542s@Ilvmpd.com

New Hampshire

Portsmouth Police Department

Jurisdiction: New Hampshire

Contact: Captain Corey MacDonald

Phone: (603) 610-7548

E-mail: cmacdonald@pd.cityofportsmouth.com

Website: http:llwww.cityofgortsmouth.comIPOLICElinternetcrimeresourceé.htm

New Jersey

New Jersey State Police

Jurisdiction: New Jersey .
Contact: Det. Sgt. First Class Gordon Samartino
Phone: (609) 584-5051 x 5647

E-mail: 1pp4919@qgw.njsp.orgq

New Mexico

New Mexico Attorney General's Ofﬁc'e.
Jurisdiction: New Mexico

Contact: Special Agent in Charge Jolene Altwies
Phone: (505) 222-9023

E-mail: JALTWIES@nmag.gov
Website: http://www.nmag.qov/office/lCAC/default.aspx

New York

New York State Police

Jurisdiction: New York

Contact: Captain Frank Pace
Phone: (518) 485-2953

E-mail: fpace@troopers.state.ny.us
Website: http://lwww.nysicac.ora/



New York City Police Department
Jurisdiction: New York, New York City Area
Contact: Lieutenant Dennis Lane

Phone: (646) 610-4740

E-mail: dennis.lane@nypd.org

North Carolina

North Carolina State Bureau of Investigation
Jurisdiction: North Carolina

Contact: Spécial Agent in Charge Kelly Moser
Phone: (919) 779-8131

E-mail: kmoser@ncdoj.qgov

Website: hlttQ:Ilwww.ncsbi.govlicaclicac taskforce.isp

North Dakota

North Dakota Bureau of Criminal Investigation
Jurisdiction: North Dakota

Contact: Special Agent Tim Erickson

Phone: (701) 328-5500

E-mail: te409@nd.gov

Ohio

Cuyahoga County Prosecutor’s Office
Jurisdiction: Ohio

Contact: APA Frankie Goldberg

Phone: (216) 443-7847

E-mail: fgoldberg@cuyahogacounty.us
Website: http://www.ohiolcac.org/

Oklahoma

Oklahoma State Bureau of Irivestigation
Jurisdiction: Oklahoma

Contact: Special Agent in Charge Steve Tanner
Phone: (405) 879-2613

E-mail: steve.tanner@asbi.ok.gov




Website: http://www.ok.gov/osbillnvestigative/infernet Crimes Against Children/index.html

Oregon

Oregon Department of Justice
Jurisdiction: Oregon

Contact: SAIC Ken Rueben

Phone: (503) 378-6347

E-mail: Ken.rueben@doj.state.or.us

Website: http:/iwww.doj.state.or.us/oricac/index.shtml

Pennsylvania

Delaware County District Attorney’s Office
Jurisdiction: Pennsylvania

Contact: Lt. Dave Peifer

Phone: (610) 891-4709

E-mail: paicac@gmail.com

Website: hitp://onlinesafety.com/

Rhode Island

Rhode Island State Police
Jurisdiction: Rhode Island
Contact: Lt. Nicholas Tella

Phone: (401) 275-5171

E-mail: NTella@risp.dps.ri.gov
Website: http:/iwww.icac.ri.gov/

South Carolina

South Carolina Attorney General’s Office
Jurisdiction: South Carolina

Contact: AAG Deborah Shupe

Phone: (803) 734-3797

E-mail: DShupe@scag.gov

Website: http:/iwww.scattorneygeneral.com/fraud/ICAC/index.html

South Dakota

South Dakota Department of Justice
Jurisdiction: South Dakota-



Contact: SA Troy Boone
Phone: (605) 677-7231.
E-mail: Troy.Boone@state.sd.us

Tennessee

Knoxville Police Department
Jurisdiction: Tennessee

Contact: Captain Monty Houk
Phone: (865) 215-7020

E-mail: mhouk@cityofknoxville.org

Website: httg:llwww.ci.knoxville.tn.uslkgdlcrimesvschildren'.asg

Texas

Dallas Police Department

Jurisdiction: Texas, Northern -
Contact: Lt, Sally Lannom

Phone: (214) 671-4201

E-mail: sally.lannom@dpd.ci.dallas.tx.us

Website: http://profile.myspace.com/index.cfm?fuseaction=user.viewProfile&friendlD=45578913

Office of the Attorney General of Texas

Jurisdiction: Texas, Southern

Contact: Captain of Criminal Investigations Division Jeff Eckert
Phone: (512) 936-2914 '

E-mail: Jeff.Eckert@oag.state.tx.us

Website: http://www.oag.state.tx.us/

Pasadena Independent School District
Jurisdiction: Texas, Houston Metro Area
Contact: Lieutenant Matt Gray

Phone: (713) 740-0045

E-mail: mgray@hmicac.org

Utah

Utah Office of Attorney General
Jurisdiction: Utah
Contact: Section Chief Jessica Farnsworth



Phone: (801) 580-4165
E-mail: jfarnsworth@utah.gov

Website: http://lattorneygeneral.utah.gov/internet safety.html

Vermont

Burlington Police Department
Jurisdiction: Vermont
Contact: Lt. Kris Carlson
Phone: (802) 540-2202

E-mail: kcarlson@bpdvt.org
Webiste: http:IIwww.vtinterhetcrimes'.orql

Virginia

Bedford County Sheriff's Office
Jurisdiction: Virginia, Southern
Contact; Lt. Michael Harmony

Phone: (434) 534-9521 x221

E-mail: mharmony@bedfordsheriff.orqg

Website: http://profile.myspace.com/index.cfm?fuseaction=user.viewprofile&friendid=150071075

Virginia State Police

Jurisdiction: Virginia, Northern & Washington, DC
Contact: Captain Kirk Marlowe

Phone: (804) 674-2696

E-mail: kirk.marlowe@vsp.virginia.gov
Webiste: http:‘llwww.novadcicac.orqlindex.htm

Washington

Seattle Police Department
Jurisdiction: Washington

Contact: Captain Greg Ayco
Phone: (206) 684-4351

E-mail: gregory.ayco@seattle.gov ‘

Washington DC (see Virginia)

West Virginia



West Virginia State Police
Jurisdiction: West Virginia

Contact: Sergeant Christopher Casto
Phone: (304) 293-6401

E-mail: cmcasto@wvsp.state.wv.us

Wisconsin

Wisconsin Departmeht of Justice

Jurisdiction: Wisconsin

Contact: Special Agent in Charge Jenniffer Price
Phone: (608) 267-1326

E-mail: priceje@doj.state.wi.us

Website: http://www.do].state.wi.us/dci/pubintegrity/index.asp#icac
Wyoming

Wyoming Division of Criminal Investigation
Jurisdiction: Wyoming

Contact: Special Agent Scotty Hughes
Phone: (307) 777-5437

E-mail: scottyhughes1@mac.com
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COLEEE DETAIL AFFILIATE AGENCY BY STATE
Knowledge That Works :
Affiliate Agency . ' '
State Affiliate Agency Agency Type - Task Force Name
Minnescta - Albert Lea Police Department City/Local St. Paul Police Department
Agenc fliale Conta fo
- Name: Detctive Frank Kohl
Phone: 507-377-5227 Ext.
Email: frank kohl@co.freebom.mn.us
Minnesota Bemidji Police Department City/Local .St. Paul Police Department
Agency Afflliate Contact Info
Name: Officer David LaZella
Phone; 218-333-9111 ‘Ext:
Email: dlazeila@ci.bemidjl.mn.us
Minnesota Braham Police Department City/Local St. Paul Police Department
anc! iliate Cont:
Name: Offlcer Steven Rudoiph
Phone: 320-396-3383 Ext:
Email: srudolph@braham.com
Minnesota Burnsville Police Department County St. Paul Police Department
Agency Affiliate Contact Info :
Name: Investigator Steve Adrain
Phone: 952-895-4590 Ext:
Email: steve.adrian@cl.burnsville.mn.us
Minnesota Cass County Sheriff's Office County St. Paul Police Department
C te Co:
Name: Chief Deputy Tom Burch
Phone; 218-547-7309 Ext:
Emall: tom.burch@co.cass.mn.us
Minnesota Clay County Sheriff's Office County St. Paul Police Department
Agency Affiiate Contact Infg ‘
Name: Detective Chad Hagen
Phone: 218-299-5249 Ext:
Email; chad.hagen@co.clay.mn.us
Minnesota Clearwater County Sheriffs Office  County St. Paul Police Department
" Agency Affiliate Contact Info
Name: Investigator Neal lllies
Phone: 218-694-6226 Ext:
Email: neal.illies@co.clearwater.mn.us
Minnesota Fergus Falls Police Department County St. Paul Police Department
[% nt
Name: x
Phone: Ext:
¢ 1of 11 8/17/2010 9:07:21 AM
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COLLEGE DETAIL AFFILIATE AGENCY BY STATE
Knowledpe That Works .

Affiliate Agency

State Affiliate Agency Agency Type .Task Force Name
_ Email: x
Minnesota Forest Lake Palice Department City/Local St. Paul Police Department
enc) e Contact Infa

Name: Investigator Luke Hanegraff
Phone: 651-464-5877 Ext:
Emall: 418@flpd.com

Minnesota Freeborn County Sheriff's Office . County St. Paul Police Department -
Agenoy Affiliate Cantact Info
Name: Investigator Bob Kindler
Phone: 507-377-5218 Ext:

Emalil: Bob.Kindler@co.freeborn.mn.us

Minnesata Lincoln County Sheriff's Office County . St. Paul Police Department
' eng te tact Info
Name; Sheriff Jack Vizecky
Phone: 507-694-1664 Ext:

Email: jvizecky@co.lincoln.mn.us

Minnesota Maple Grove Police Department City/Local St. Paul Police Department
Agency Affillate Gontact Infg
Name: Detective Dominic Wareham
Phone; 763-494-6196 Ext:
Emall: dwareham@cl.maple-grove.mn.us

Minnesota Maplewood Police Department City/Local St. Paul Police Department
ency Affillate Co| fo '
Name: Detective Paul Theisen
Phone: 651-249-2622 Ext:
Email; paul.theisen@ci.maplawood.mn.us

Minnesota Minneapolis Police Department City/Local St. Paul Police Department
Agency Affiliate Contact Info
Name: Investigator Dale Hanson
Phone: 612-673-2716 Ext:
Email; dale.hanson@cl.minneapolls.mn.us
Minnesota Murray County Sheriff's Office County St. Paul Police Department
I tact Info
Name: Chlef Depuly Randy Donahue
Phone: 507-836-6168 EXxL:
Emall: rdonahue@co.mutray.mn.us
Minnesota Olmsted County Sheriff's Office County St. Paul Police Department
ency Al e Contact info
Name: Sergeant Scott Behrns

- 20f11 8/17/2010 9:07:21 AM
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COLLEC DETAIL AFFILIATE AGENCY BY STATE
_Knowledge That Works

Affiliate Agency
State Affiliate Agency Agency Type Task Force Name

Phone: 507-328-6752 Ext:
Emall: behms.scott@co.olmsted.mn.us

Minnesota Polk County Sheriffs Department . County St. Paul Police Department
Agency Affiliate Contact Info :
Name: Sergeant Jarnés Tadman
Phone; 218-281-0411 Ext: 2241
- . ) Email; iames.tad_man@co.polk.mn.us
Minnesota " Ramsey County Sheriffs Department County St. Paul Police Department
Age! jate Contact
Name: Inspector Tony Samec
Phone: 651-266-9571 Exi:
Emalil: tony.samec@co.ramsey.mn.us
Minnesota Scott County Sheriff's County St. Paul Police Department
ili 0
Name: Investigator Adam Pirri
Phone: 952-496-8739 Ext:
Email: aplrri@co.scott.mn.us
Minnesota St. Anthony Police Department City/Local St. Paul Police Department
Aganc! i ontact |nfo
Name: Police Officer/Forensic Examin Mark Mosby
Phone: 612-782-3350 Ext: 3365
Email: mark.mosby@cl.saint-anthony.mn,us
Minnesota - Wabasha County Sherlff's Office County St. Paul Police Department
Name: Deputy Joe Schneider
Phone: 651-566-3361 Ext:
Email: jschnelder@co.wabasha.mn.us
Minnesota White Bear Lake Police Department County St. Paul Police Department
Agency Afflliate Conlact Info
Name: X
Phone: x Ext:
Email: x
Minnesota Woodbury Police Department City/Local St. Paul Police Department
Agency Affllate Contact Info
Name: Investigator Paul Torguson
Phone: 651-714-3650 Ext
Emall: plorguson@gl.woodbury.mn.us
Count: 23

Minnesocta Anoka County Sheriff's Departmeni County St. Paul Police Department
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Affiliate Agency . .
State Affiliate Agenc Adency Type Task Force Name

Agency Affillate Contact Info
Name: Investigator Patrick O'Hara
Phone: 763-323-5041 Ext:
Emall: ohara6z91@aol.com

Minnesota Baxter Police Department City/L.ocal St. Paul Police Department
Agency Afflllate Contact Info '

Name: Investigator Trent Westerlund '
Phone: 218-454-5095 Ext:
Email: Trent.westerlund@cl.baxter.mn.us

Minnesota Blalne Pollce Department City/Local St. Paul Police Department
Agency Affiliate Contact Info '
Name: Detective Tom Johann
Phone: 763-785-6127 Ext:
Email; tjohann@ci.blaine.mn.us

Minnesota " Breckenridge Police Department City/Local St. Paul Police Department
Agency Affillate Contact Info
' Name: Detective Sergeant Natalie Butenhoff
Phone: 218-643-5506 Ext:
Email: nataliebutenhoff@co.wilkin.mn.us
Minnesota Breezy Point Police Department City/Local St. Paul Police Department
Agency Affillate Contagt Info
Name: Officer Jason Rieber
Phone; 218-5662-4488 Ext:
Emall: Jason@cityofbreezypointmn.us

Minnhesota Bureau of Criminal Apprehension  State St. Paul Pclice Department
' Agency Affiliate Contact Info
Name: Special Agent In Charge Eric Knutson
Phone; 651-793-7000 Ext
Emall: erio.knutson@state.mn.us

Minnesota Caledonia Police Department " Clty/Local ~ 8t, Paul Police Department
Age te Contact Inf
Name: Officer Allan Johnson
Phone: 507-725-3889 Ext:
Emall: ajcldnpd@acegroup.cc

Minnesota Cambridge Police Department City/L.ocal St. Paul Police Departmen't
Agency Affiliate Contact Info
Name: Detective Vern Johnsan
Phone: 763-6898-0567 Ext:
Emall: VJohnson@cl.cambridge.mn.us
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Affiliate Agency

State Affiliate Agency Agency Type Task Force Name
Minnesota ' Carlton County Sheriff's Department County St. Paul Police Department'

Agency Affillate Contact Info
Name: Lieutenant Rlck Lake
Phone: 218-390-1029 Ext:
Emall; rick.Jake@co.cariton.mn.us

Minnesota Carver County Sheriff's Office County St. Paul Police Department
ney Affili ct Info

Name: Investigator Blll Hughes
Phone: 652-361-1127 Ext:
Email: bhughes@co.carver.mn,us

Minnesota Cloquet Police Department City/lL.ocal St. Paul Police Department
Agency Affillate Conlact Info :
Name: Detective/SRO Derek Randail
Phone: 218-879-1247 Ext: 17
Email: DRandall@cl.cloquat.mn.us

Minnesota Crow Wing County Sheriff's County St. Paul Police Department
Department :

Agency Affiliate Contact info

Name: Investigator D.J. Downie

Phene: 218-825-3415 Ext
Emall: DJ.Downie@co.crow-wing.mn.us

Minnesota Dakota County Sheriffs Department County ' St. Paul Police Department

ta o

Name: Investigator Coreen Kulvich

Phone: 651-438-4726 Ext
Emall: coreen.kulvich@co.dakota.mn.us

Minnesota Duluth Police Department City/Local St. Paul Police Department
Agency Afflliate Contact Info )
Name: Sergeant Ann Clancey
Phone: 218-730-5464 Ext:
Emall: aclancey@duluthmn.gov

Minnesota Eagan Police Department City/Local ~ St. Paul Police Department
Agency Affiliate Contact l.nfo .
Name: Sergeant Steve Bolluyt
Phone: 651-675-5828 Ext
Email: sbolluyt@ci.eagan.mn.us
Minnesota Edina Police Department Clty/Local St. Paul Police Department
enc
Name: Detective Mike Nibbe
Phone: 952-826-1610 Ext:

5af 11 8/17/2010 9:07:21 AM
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Affillate Agency

State

Minnesata

Minnesota

Minnesota

Minnesota

Minnesota

Minnesota

Minnesota

Minnesota

6of 11

+ Affiliate Agency Agency Type Task Force Name
i Emall: MNIbbe@edina.mn.us
Elk River Police Department City/Local” St. Paul Police Department
Agsney Affillate Contact Info

Name: Detective Eric Balabon
Phone: 763-635-1213 Ext:

Emall: ebalabon@pollce.cl.elk-river.mn.us

FBI - Federal St. Paul Police Department
Agency Aftiliate Contact Info
V Name: Acting Supervisory SA Cralg Sorum
Phone: 612-336-8552 Ext:
Email: Cralg.Sorum@ic.fbl.gov

Falrmont Police Department - City/Local St. Paui Police Department
Agency Affiliate Contact Info ’

Name: Detective Corey Klanderud
Phone: 507-238-3179 Ext:
Emall; cklanderud@fairmont.org

Goodview Police Department City/Local St. Paul Police Department

C! a ontac
Name: Officer Travis Volkman
Phone: 507-452-1500 Ext:

Email: travisv@goadviewmn.com

Grand Rapid Police Department City/L.ocal St. Paul Police Department
Agency Affiliate Contact info
Name: Investigator Robert Stein
Phone: 218-326-3464 Ext:
Email: |denny@ci.grand-rapids.mn.us
Hastings Police Department _ City/Local St. Paul Police Department
Ageng! liate Cont
Name: Investigator Katie Booth
Phone: 661-480-2336 Ext:
Email: KBooth@cl.haslings.mn.us

Hennepin County Sheriff's County . St. Paul Police Department
Department

Agency Affiliate Contact Info
Name: Detective Craig Martin
Phone; 612-348-0216 Ext.
Email: Craig.Martin@co.hennspin.mn.us

Hibbing Police Department City/L.ocal ‘ St. Paul Police Department

Agency Afflllate Contact Info
Name: Investigator Jeff Adamich

8/17/2010 9:07:21 AM
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Affiliate Agency

State

Minnesota

Minnesota

Minnesota

Minnesota

Minnesota

Minnesota

Minnesota

Minnesota

7 of 11

Affiliate Agency Adgency Type Task Force Name

Phone; 218-262-0286 Ext:
Emall: jadamich@cl.hibbing.mn.us

Hopkins Police Department - City/Local ~ St. Paul Police Department

Agency Affillate Contact info

Name: Detective Ray Laudenbach
Phone; 952-938-8885 Ext:
Email: rlaudenbach@hopkinsmn.com

‘Houston County Sheriff's Office County St. Paul Palice Department

Agency Affiliate Contact Info

Name: Captain Gary Eddy
Phone; 507-725-3379 Ext: 129
Email: gary.eddy@co:houston.mn.us

Hutchinson Police Department City/local St. Paul Police Department

Agency Affiliate Contact Info
Name: Officer Theresa Lelder
Phone: 320-234-4285 Ext

Email: tleider@cl.hulchinson.mn.us

inver Grove Heights Police Cilty/Local St. Paul Police Department

Department

Agency Affiliate Contact Info
Name: Deteciive Allison Bina
Phone: 651-450-2529 Ext:
Email: abina@cl.inver-grove-heights.mn.us

Isantl County Sheriff's Office County St. Paul Police Department

Agenc e C Lir
" Name: Deputy Dave Matchinsky
Phone: 763-688-2141 Ext:
Emall; dave.matchinsky@sherlff.co.isanti.mn.us

ltasca County Sheriff's Office . County St. Paul Police Department

eng! lHiate ta o]
Name: Investigator Mike Bliss
" Phone; 218-327-0624 Ext:
Email: mike.bliss@co.itasca.mn.us

Mankato Department of Public City/Local St. Paul Police Department

Safety

Agenc illate Contact info
Name: Investigator Wayne Terry
Phone: 507-387-9292 Ext:
Email: wterry@city.mankato.mn.us

Menahga Police Department City/Local St. Paui Police Department

8/17/2010 9:07:21 AM
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State Affiliate Agency Agency Type Task Force Name
o Agency Affillate Contact Info '
Name: Chief Scott Koennicke
Phone: 218-564-4557 Ext:
Email: menahgapd@weta.net
Minnesota Mille Lacs County Sheriff's Office County St. Paul Police Department
' o Agency Affillate Contact |nfo
Name: Investigator Brad Barnes
Phone: 320-983-8252 Ext:
Email: brad.barnes@co.mille-lacs.mn.us
Minnesota Moorhead Police Department City/Local St. Paul Police Department
Agency Affiliate Contact Info
Name: Detective Joel Voxland
Phone: 218-299-5129 Ext:
Emall: joel.voxland@ci.moorhead.mn.us
Minnesota Morris Police Department City/Local St. Paul Palice Department
eng jliate Cont 0
Name: Sergeant Ross Tiegs
Phone: 320-208-6511 Ext:
Emall: rosstiegs@co.stevens.mn.us
Minnesota Mower County Sheriff's Office County St. Paui Police Department
e It 1 Inft
Name: Detective Sleve Sandvik
Phone: 507-437-9413 Ext:
Email; steves@CO.MOWER.MN.US
Minnesota Nobles County Sheriff's Office County . St. Paul Police Department
Agengy Affiliate Contact Info
Name: Officer Bob Fritz
Phone: 507-372-2136 Ext:
Emall: bfriiz@co.nobles.mn.us
Minnesota Office of the Washington County County 8t. Paul Police Department
o Attorney
Agency Affiliate Contact info
' Name: Assistant County Attarney Jennifer Bovitz
Phone: 651-430-6115 Ext
~ Email: Jennifer.Bovitz@co.washington.mn.us
Minnesota Plymouth Police Department City/Local St. Paul Police Department
' ency Affl tact Info
Name: Officer Amy Goodwin
Phone: 763-509-6719 Ext:
Email: ageodwin@cl.plymouth.mn.us .
8 of 11
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Minnesota Rice County Sheriffs Departmeht County St. Paul Police Department
Agen'gy Affiliate Contagt Info :

Minnesota

Minnesota

Minnesota

Minnesota
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Minnesota

Minnesota
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Name: Investigator Mark Hiady
Phone; §07-333-3811 Ext:
Email: mhlady@co.rice.mn.us

Rochester Police Department City/Local St. Paul Police Department -
Agency Afflliate Contact Info

Name: Lisutenant Dan Muyres
Phone: 507-328-6930 Ext:
Email: dmuyres@rochestermn.gov

Roseau County Sherlff's Office County St. Paul Pollce Department
Agency Afflllate Contact Infa
Name: [nvestigator Nathan Adams
- Phone: 218-463-1421 Ext

Email; nathan.adams@co.roseau.mn.us

Shakopee Police Department City/Local St. Paul Police Department
Agency Affilate Contact Info
Name: Detective Corey Schneck
Phone: 952-233-9444 Ext:
Email; CSchnack@ci.shakopee.mn.us

Sherburne County Sheriff's Office ~ County St. Paul Police Department
c I tact Inf

Name: Sergeant Ken Hanson
Phone: 763-241-2500 Ext: 7045
Emall: kenneth.hanson@co.sherburne,mn,us

South St. Paul Police Department  City/Local St. Paul Police Department
Agency Affiliate Contact Info
Name: Detectlve Julie Bishop -
Phone: 651-554-3310 Ext:
Email: Julie Bishop@southstpaul.org

St. Louis County Sheriff's Office County St. Paul Police Department
Agsncy Afflliate Contact Info
Name: Investigator Steven Heinrich
Phone: 218-749-7173 Ext:
Emall: helnrlchs@co.st-louis.rﬁn.us
St. Louis Park Pelice Department  City/Local St. Paul Police Department
el liate C (o)
' Name: Officer Mike Merwin
Phone: 952-924-2610 Ext:

"'8/17/2010 9:07:21 AM
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Email: mmerwin@stlouispark.org

Stearns County Sheriff's Office County St. Paul Police Department
’ Agency Affiliate Contact Info
Name: Detective Robert Dickhaus
Phone: 320-269-3735 Ext:
Emall: Robert.dickhaus@co.stearns.mn.us

Stillwater Police Department City/L.ocal St. Paul Pollce Department
Agency Affillate Contact Info
Name: Investigator Kyle Sykes
Phone: 651-361-4923 Ext:
Email: ksykes@cl.stillwater.mn.us

Todd County Sherlff's Office County St. Paul Police Department
Agency Afflliate Q‘gujggj Info )
Name: Investigator Chris Gorr
Phone: 320-732-2157 Ext:
Email; chris.gorr@co.todd.mn.us

Wadena County Sheriff's Office County St. Paul Police Department
Agency Afflllate Contact Info
Name: Deputy Bryan Savaloja
Phone; 218-631-7600 Ext:
Emall: bryan.savaloja@co.wadena.mn.us

Waseca County Sheriff's Office County St. Paul Pallce Department
Agency Affillate Contact info ’
Name: Deputy Hunter Jenzen
Phone: §07-521-8105 Ext:
Emall: Hunter.Jenzen@co.waseca.mn.us

Waseca Police Department City/Local St. Paul Police Department
Agency Affiliate Contact Info :
Name: Detective Angle Grotberg
Phone; 507-835-9722 Ext:
Email: angieg@ci.waseca.mn,us
Washington County Sheriffs Cotunty St. Paul Police Department

Department
ne; i act Info

Name: Investigator Sara Halverson
Phone; 651-430-7871 Ext:
Email: Sara.Halverson@co.washington.mn.us

West St. Paul Police Department City/l.ocal St. Paul Police Department
Aagency Affiliate Contact Info

Name: Detective Christina Mueliner

8/17/2010 9:.07:21 AM
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Phone: 651-562-4200 Ext:
Emall: emuellner@cityofwsp.org
Minnesota White Earth Tribal Police Tribal St. Paul Police Department
Department
) Agency Affiliate Contact Info
Name: Investigator Jeremy Cosselle
Phone: 218-983-3285 Ext: 5702
Email: Jeremyc@whlieearth.com
Minnesota Windom Police Department City/Local St. Paul Police Department
Agengy Affiliate Contaci Infg
Name: Investigator Kent Kelly
Phone: 507-830-5121 Ext:
Email: kkeliy@windom-mn.com
Minnesota Worthington Police Department City/Local St. Paul Police Department

Agency Affillate Contact Info

Name: Detective Bob Fritz
Phone:’ 607-372-2136 Ext:
Emall: bfritz@co.nobles,mn.us

Count: 58
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The Training & Technical Assistance Program was established to assist state and local law enforcement
agencles and ICAC Task Forces with training and technical assistance in support of their Internet

Crimes Agalnst Children activities.

Program Staff

Brad Russ
Director of Training & Technical Assistance
Phone: 603.862.7031
E-mail; Brad Russ

Julia Snay
Financial Services Coordinator
Phone: 603.862.7048

E-mail: Julia Shay

Vicki O'Brien
Program Specialist
ICAC-UC, ICAC-P2P, ICAC-FR, ICAC-CSO,
CyberTip Manager, and PSC Training Programs
Phone: 603.862.3846
E-mail: Vicki O'Brien

Katie Atoro
) Program Specialist
ICAC-IT, ICAC-TAP, ICAC-US Training Programs
Phone: 603.862,0337
E-mall: Katie Atoro

Mailing Address -
Fox Valley Technical College
c/o Unlversity of New Hampshire
0JJDP ICAC Task Force
Office of Training & Technical Assistance
10 West Edge Drive, Room 106
Durham, NH 03824

Leila Harrington
Program Administrator
ICAC National Conference
Phone: 603.862.2694

E-mail: Leila Harrington

Deana Giikinson
Program Specialist (part-time)
ICAC Data Network
Distance Learnihg Training Programs
Phone: 877.798.7682
* E-mail: Deana Gllkinson

Phone Numbers:
Fax
603.862.2477
Toll Free
877.798.7682
ICAC Data Network Technical Support
307.777.5437

E-mail: DN Support



Program Training Coordinators

Please contact our Training Coordinators with questions concerning course content and materials. All
other questions should be directed to the Program Staff.

Nick Battaglia Dave Peifer
ICAC-IT Training Program ICAC-P2P and RoundUp Training Programs
Phone: 408.690.2540 Phone: 610.891.4709
E-mail: Nick Battaglia E-mail: Dave Peifer
. "Rick Anderson Steve Edwards
ICAC-UC Training Program ICAC-US Training Program
Phone: 763.238.4937 ' Phone: 770.853.5303

E-mail: Rick Anderson E-mail: Steve Edwards



